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 Growing Motivation to Use Medical Information

 Rapid Progress of Digitalization in Medical Field

 Rapid Growth of Informational Risks by Digitalization

 Importance of Cyber Security for Medical Business 

 Cyber Security Framework in Kyushu Univ. Hospital

Topics Today



Rapid Progress of Digitalization in Medical Field in Japan

 Reimbursement system with insurers 

 Medical records in hospital and clinics

 Medical images (X-ray, CT, MRI etc)

 Information sharing system among hospital and clinics

 Information sharing among healthcare or welfare fields

 Telemedicine, home medicine

 Communication with patients
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Growing motivation why we want to use medical Information

 To improve 

Medical Quality

Medical Safety Management

 Customer Satisfaction

 Stress of Medical Staffs

 To create or grow

 New medicine and medical device

 New Industry around medical service

 To acquire

 New knowledge in medical science
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Total Healthcare Cost (The New Economic Growth Strategy by METI  in 2006)

518 B USD

664 B USD

Medical Cost (The Estimation of Medical Costs and Reduction Target by MHLW in 2006)

Expanding medical / healthcare cost in Japan

Analysis and quality management are most important issues 

to control medical / healthcare cost in Japan   



The concept of Information as medicine

Information can be medicine!
If the information is provided in a timely & appropriate manner

Ordinary medicine (Tablet) Information as medicine (Info-Medicine)

Appropriate dose provided Appropriate information provided

Function through blood concentration
Function through change of attitude 

and daily behavior 

Assayable and stable effect Assayable by IT, but need to be more stable

Side effects Side effects (too much diet or exercise)

Info-medicine concept was proposed by Prof. H Tatsumi in Sapporo Medical University



When monitoring the blood sugar

Oh my God, I forgot 
to inject insulin. 
I should do it now!

In the train…
Hmm, OK, 
I will try

Your blood sugar is too high. Did you 
use insulin?

Oh, It may be too fast. 
I should be careful, 
because I have a 

heart disease.

Oh, I forgot to take medicine, 

During the dinner・・・ When you are jogging・・・

Heart rate is too high, slow down !

Smart
Phone

You’ve got on the train? How 
about walking home from the 
next station?

You are eating dinner．Did you 
take medicine?

Image of Real Time Recommendations 
with the Info-Medicine Program
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Cases of information troubles 
in medical field 



Case １．”Under anonymity” is truly possible ?

 Researcher:

Don’t worry because nobody can recombine 
anonymous data with privacy data in the 
original DB!

 Patient (research subject):

Really?



 Data base A:Clinical Research DB                
（with privacy data by patient agreement)
 ID, name, etc

 No diagnosis

 Blood test on 16th July 2009

 AST/ALT/LDH/γGTP/t-chol/HDL-chol/LDLchol/TG

=26/33/288/43/221/56/116/67

 Data base B: ”Perfect” anonymous DB
 no ID, no name, no birthday, no address etc

 Diagnosis：Gastric cancer

 Blood test on 16th July 2009

 AST/ALT/LDH/γGTP/t-chol/HDL-chol/LDLchol/TG

=26/33/288/43/221/56/116/67

Results of blood 

test can be 

unique ID!

Case １．”Under anonymity” is truly possible ?



Case 2.  Is it possible to make medical Image anonymous?

We usually present patient face 
with a blinker for case presentation.

But nothing on chest X-ray image・・
・・.



A simple pattern 
recognition technology 
easily identify a person 
from thousands of images!

Same to face recognition!

Your pattern is unique in 
the world!

Case 2.  Is it possible to make medical Image anonymous?



Case 3.  Is Genome information a simple privacy information?

T/X, G/X T/X, G/X

T/X, G/X

T/T, G/G

OK! I allow you 
that you open 

my whole 
genomic info.



T/T, G/G

T/X, G/X T/X, G/X

T/X, G/X

１．Genomic information should be more sensitive than a 

simple privacy information  (it is family line information).

２．Never change during his life.

Case 3.  Is Genome information a simple privacy information?



 Information from EMR

 Diagnosis： Lung cancer, type C hepatitis etc…

 Prescription: Aspirin, Insulin, etc

 Results of blood test: Blood sugar, HbA1c, etc…

 Sensor information in medical process

 Wave data, Numerical data etc.

バス乗車時（立位）の特徴量（水色）Data of 3 axis accelerater during rehabilitation

Case 4． Is security of sensor information OK?



Carna Project @ Kyushu University

Kevin Fu MD

Case 4． Is security of sensor information OK?



 Pace maker

 Implantable Cardioverter Difibrillator（ICD)

Carna Project @ Kyushu UniversityFatal arrhythmia Cardioversion Normalize

Case 4． Is security of sensor information OK?



 ICD

 Remote monitoring of defibrillation, activation of re-

defibrillation, prevention of ICD malfunction

by Kevin Fu MD

Case 4． Is security of sensor information OK?



Carna Project @ Kyushu University

 2008年3月12日

Case 4． Is security of sensor information OK?



Carna Project @ Kyushu University

Finally computer virus kills human・・・・



Case 5. The bigger, the better?
Kyushu University Hospital



Hospital Information System (HIS) in Kyushu University Hospital

Electronic Medical Record/
Computerized Physician's Order. Entry

Appointment management system

Laboratory order / Physiological order

Radiology/ Radiation order

Endoscopy examination order

Prescription order/ Injection order

Clinical research management 

Transfusion order

Pathology test order

Meal/ Nutrition guidance order

Rehabilitation order

Medical procedure order

Patient introduction system

Diagnosis management/ ＤＰＣ registry

Medical information sharing system

Safety Management system

Report Integrating system

Nursing care supporting system

Critical pathway system

Medical record management system

Dental treatment management system

Medical insurance 

reimbursement system 

(Fujitsu)

Payment management

Menu planning system

Rehabilitation service 
record system

logistics management

Document 
management system

Data input terminal

Web reference 
system for EMR

Infrastructure ； Network management system /

Time stamp/ Security management

IDcard issuance system

Work time management

High speed printer

Staff registration system

PACS(Fuji medical)

Surgical operation 
management 
system （Ack）

dispensing of 
pharmaceuticals

(Matsushita)

Laboratory test 
system

(Fujitsu)

Physiology test 
system

(Nihonkoden)

Heart center system
(Nihonkode)

Bacteria test 
system(Nagano Ind)

System for 
preparation of 

blood 
test(technomedica)

RIS for Image 
Diagnosis (Fuji 

medical)

Image Report 
System（Toshiba）

RIS for Radiation 
Therapy 

(Yokogawa)

ＲＩ ward 
Management 

system (Yokogawa)

Endoscopy  
management  

system (Olympus))

Vital sign  
monitoring system

(Nihonkoden)

ＮＩＣＵ system
(Philips)

Pathology 
management 

system (JR Kyushu)

Transfusion  
management 

(Ohso)

Nurse call system
(Carecom)

Management 
Accounting  (HOMA)

SS-MIX standard 
storage

Vital sign diagnosis 
system (Fujifilm 

medical)

Automatic Cash 
Paying Machine

Ophthalmology 
medical record 

(NIDEK)

Dermatology picture 
filing system （Ack）

Old/ paper EMR 
management (M&H)

Patient guidance 
system (Shimazu/ D-
Melth)



A bug of EMR system stopped medical service in Kanazawa 

university hospital                                             (05/Jan/2015)

Almost all medical services depend on electronic system. 



Numbers of students, staffs, and patients in Kyushu Univ.

 Students; undergraduates 11,780

postgraduates 6,942

research students 644

 Faculties and stuffs

Faculties 2,099

stuffs (non-faculty) 5,617

 Patients with active ID for 5ys  ～300,000



Amount of Privacy Information in Kyushu University 

 Students; undergraduates 11,780

postgraduates 6,942

research students 644

 Faculties and stuffs

Faculties 2,099

stuffs (non-faculty) 5,617

 Patients with active ID for 5ys  ～300,000



Each patient has wide-ranging and detail medical data in HIS DB
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Automatic Cash 
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Dermatology picture 
filing system （Ack）

Old/ paper EMR 
management (M&H)

Patient guidance 
system (Shimazu/ D-
Melth)



National Guidelines for medical information security

 Safety Management Guidelines for Medical Record 

Information (ver. 4.2)                                                
(Ministry of Health, Labour and Welfare)

 Information Security Measures Guidelines on medical 

information for ASP/SaaS (ver. 1.1)                         
(Ministry of Internal Affairs and Communications)

 Guidelines for Information Processing Business Providers 

that Contract to Control Medical Information (ver. 2) 
(Ministry of Economy, Trade and Industry)



Strategy of Kyushu U hospital 
against security risks of information

 Hospital Information system (HIS) is disconnected 
from Internet in principle

 (1) authenticity, (2)visual readability, and (3) 
storage property are ensured

 Vein authentication (Number of user IDs is 4,555）

 Data output from HIS automatically set up 
anonymity and encryption 

 Backup server of HIS has been established in 
remote area for BCP purpose after “311”

 Information security policy of KU Hospital has been 
established in addition to the entire KU policy 
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Application form
Output by MIC staffs Users get data with anonymity 

and encryption from MIC

Before 2013

Users just asked MIC

Data output rules from HIS

＊MIC provides this service to promote data utilization and security

Other digital files 
in HIS

All HIS terminal are available

Data search 
function

Only licensed users
Can use the functionHIS terminal

HIS terminal 
with data output function

(Only 50 terminals)

Data output function

All users can use 
limited terminals

After 2014

Specified USB memory 
can be used

Each department 
has one each

Users can search DB and extract data

In addition to the service above, 

Automatic anonymous function Automatic encryption function
Automatic copy file 



A female MD in Kyushu University Hospital was snatched a USB memory 

with privacy information of 183 patients without anonymity and encryption

(7th Jan 2015)

Enlightenment and 

education are important!



Summary

 We need primary/secondary use of medical 

information more 

 To make medical service better

 To create next generation medical service

 Risks of Medical information 

 “Information explosion”

 Sensitive privacy information, and confidential information

 Security Management of Medical Information is one 

of the essential matters in Kyushu Univ. Hospital 


